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Intro / Whole concept

Cyber security Level 网络安全级别

Current 现状：Industry 4.0 and digital transformation. 工业4.0和数字化
转型

more data, more opportunities for attackers.

Protection 防护措施

Technical solutions

Cryptography 密码学

Firewalls 防火墙

Software updates 软件更新

Invasion detection 侵入检测

Use strong passwords 使用强密码

Two factor authentication（2FA）双重身份验证

Regular backup 定期备份

Untechnical solutions

Provide regular security training for employees to 
help them identify potential threats;
and be cautious when clicking on links or 
downloading attachments from unknown sources.
为员工提供定期安全培训以帮助他们识别潜在威胁，
并在点击链接或从未知来源下载附件时保持谨慎

Solutions

Future: Balance it

Always exist cyber security attacks. 
More protection will reduce the possibility of successful attack.

Goals

CIA

 Confidentiality（机密性）means to prevent the unauthorized access/sharing of data.
机密性是指防止未经授权的访问/共享数据。

Integrity（完整性） means data must not be changed by unauthorized people.
完整性意味着未经授权的人员不得更改数据。

Availability（可用性）means information should be consistently and readily accessible for authorized parties.
可用性意味着信息应始终如一地可供授权方随时访问。

Authentication 身份验证
Assurance that communicating entity is the one claimed.
保证通信实体是所声明的实体。

Privacy 隐私性

Non-repudiation 不可否认性
Protection against denial by one of the parties in a communication.
防止通信中的一方否认。

Goals

Attacks 攻击类型
Various types of cyber security attacks and attackers
各种类型的网络安全攻击和攻击者
Multidimension 多维度的

53Types 攻击类型

Hackers Hacker 黑客

White Hat (ethical hackers)
will help to remove a virus or PenTest a company.
将帮助删除病毒或对公司进行渗透测试

Black Hat
These are the ones who steal money or credit card information.
窃取金钱或信用卡信息。

Gray Hat
Exploits a security weakness in a computer system or product in order to 
bring the weakness to the attention of the owners.
利用计算机系统或产品中的安全漏洞，以引起所有者的注意。

Script Kiddies These are hackers in training.

Attacks

Password Security

A/D

A easy to use/ reusable / built in system / free / 
can be changed to regain security

D can be cracked / careless / not use strong 
password / difficult to remember

type
password-based authentication

biometric-based authentication 
(passwordless authentication) not 100%secure

Calculation

用每个密码可以选择的个数作为底，用密码的宽度作为幂求得密码的所有可能性，然后根据每秒可以计算出可能性的速度求得破解密码的时间

Replace?

A Good: Difficult to hack / convenient / always available

D

The biometric type is not 100% secure. Only DNA can replace password, but it takes time and it is expensive. 
So we can not replace password-based authentication by biometric-based authentication.

Password can be changed but biometric details can not.

Duplication/Cloning: Biometric credentials are easier to obtain and duplicate than access cards or keys

Password attack

type

Brute attack
Trial and error method used to decode the password or data
用于解码密码或数据的试错法

Dictionary attack
Use every password that is possible through the dictionary
使用字典中可能的所有密码

Rainbow attack
Attacker use hash tables to find the password of the user
攻击者使用哈希表查找用户的密码 找到相似的

Role of Multi-Factor Authentication (MFA)

Multi-Factor Authentication is a security 
system that requires users to provide two or 
more verification factors to gain access to a 
resource. It adds extra layers of security 
beyond just a password.

MFA means more than one authentication 
factors. Password is permanent, and temporary 
authentication from SMS/app can reduce 
attacks. Because attackers do not have access 
to physical devices. So it can improve security. 

Phishing attacks

concept
Phishing attacks are that an attacker impersonates to be a trusted contact and 
sends the victim fake mails.攻击者冒充受信任的联系人并向受害者发送虚假邮件。

types

1Spear 鱼叉式

1Whaling 鲸式

1Smishing 短信钓鱼

1Vishing 电话钓鱼

1Angler phishing 垂钓者网络钓鱼

65%the most common type of attack.

protection

Scrutinize the emails you receive. Most phishing emails have significant errors 
like spelling mistakes and format changes from that of legitimate sources.
仔细检查您收到的电子邮件。大多数网络钓鱼电子邮件都存在重大错误，例如拼
写错误和与合法来源的格式更改。

Make use of an anti-phishing toolbar. 利用反网络钓鱼工具栏。

Update your passwords regularly. 定期更新您的密码。

Conduct regular employee training. 定期进行员工培训。

Stay up-to-date with security patches and updates. 及时了解安全补丁和更新。

Internet of things (IoT) Security

In DDoS

IoT devices are not very secure. Their hardware are not strong and software are 
minimal. And they are all connected to Internet. So attackers can take over and 
use them for DDOS attacks. 
IoT设备通常不安全，软硬件性能都一般，但是他们都连接到互联网，所以攻击者
可以轻易接管并控制他们发起DDOS

In Botnet
And because their security are not strong, it is easy for attackers to recruit 
them to form a botnet.
因为他们安全性都比较差，很容易被攻击者控制并组建僵尸网络

DOS attacks

Concept between DOS & DDOS

attackers target systems, servers, or networks and flood them with traffic to exhaust their resources and 
bandwidth or crashes their system.
攻击者以系统、服务器或网络为目标，用流量淹没它们，以耗尽他们的资源和带宽或使他们的系统崩溃。

DDoS (Distributed Denial-of-Service) attack when attackers use multiple compromised systems to launch this attack.
当攻击者使用多个受感染的系统发起此攻击时，它也被称为 DDoS（分布式拒绝服务）攻击。

SYN 

SYN flood attack: A SYN food attack exploits the TCP 
three-way handshake that is used to establish a 
connection between a client and a server.
SYN洪水攻击： SYN洪水攻击利用了TCP三次握手机制，
该机制用于在客户端和服务器之间建立连接。

i. The attacker sends a high volume of SYN (synchronize) packets to the targeted server, often with spoofed 
IP addresses, to initiate a connection.
i. 攻击者向目标服务器发送大量的SYN（同步）数据包，通常伪造IP地址，以发起连接请求。

ii. The server responds to each request with a SYN-ACK (synchronize-acknowledge)packet and waits for the 
final ACK(acknowledge) packet to complete the connection.
ii. 服务器对每个请求响应一个SYN-ACK（同步确认）数据包，并等待最终的ACK（确认）数据包以完成连接。

iii. However, the ACK packets never arrive as the attacker continues to send more SYN packets instead.
iii. 然而，ACK数据包从未到达，因为攻击者不断发送更多的SYN数据包。

iv. With each new SYN packet received, the server opens a new port, and this continues until the server has no 
more available ports to open for legitimate requests. Eventually, the server's resources are exhausted, 
rendering it incapable of handling legitimate trafc, leading to a denial of service
iv. 随着每次收到新的SYN数据包，服务器会打开一个新的端口，这种情况持续下去，直到服务器没有可用端口
可以为合法请求开放。最终，服务器资源被耗尽，无法处理正常的流量，从而导致拒绝服务（DoS）。

TCP 三次握手机制：
Under normal conditions, TCP connection exhibits three distinct processes in order to make a connection. 
在正常情况下，TCP 连接会表现出三个不同的过程才能建立连接。

1. First, the client sends a SYN packet to the server in order to initiate the connection. 
1. 首先，客户端向服务器发送 SYN 数据包以启动连接。
2. The server than responds to that initial packet with a SYN/ACK packet, in order to acknowledge the communication. 
2. 服务器使用 SYN/ACK 数据包响应该初始数据包，以确认通信。
3. Finally, the client returns an ACK packet to acknowledge the receipt of the packet from the server. 
3. 最后，客户端返回一个 ACK 数据包，以确认从服务器收到数据包。

After completing this sequence of packet sending and receiving, the TCP connection is open and able to send and receive data.
 完成这个数据包发送和接收序列后，TCP 连接打开并能够发送和接收数据。

Calculation

用带宽除以每个包的大小，得到每秒可以发送多少个包。但是注意 8 bit=1 Bytes, 带宽Mbps等都是指bit，1 Mbps = 100 0000 bit per second.

Impact of size 包的大小影响：同带宽下：
包越大，发动攻击需要的数据包数量越少；
包越小，发动攻击需要的数据包数量越大

Impact of speed带宽的影响：
带宽越大，能容纳更多的数据包；
带宽较低时，少量的数据包也可能导致DOS。

DNS 

DNS flood attack: a type of DDoS attack that targets the Domain Name System (DNS), which translates between easy to remember 
names (e.g.,example.com) and hard to remember addresses of website servers (e.g.,192.168.0.1), so successfully attacking DNS 
makes the Internet unusable for most people.
DNS洪水攻击： 一种针对域名系统（DNS）的分布式拒绝服务（DDoS）攻击。DNS负责将易于记忆的名称（例如 example.com）转
换为网站服务器的难以记忆的地址（例如 192.168.0.1）。成功攻击DNS会使大多数人无法使用互联网，从而造成大规模的网络瘫痪。

DNS flood attacks use the high bandwidth connections of IP cameras, DVR boxes and other IoT devices to directly overwhelm the 
DNS provider’s services. The only way to withstand these types of attacks is to use a very large and highly distributed DNS system 
that can monitor, absorb, and block the attack traffic in real time.
DNS 洪水攻击利用 IP 摄像机、DVR 盒和其他物联网设备的高带宽连接，直接压垮 DNS 提供商的服务。抵御这些类型攻击的唯一方
法是使用非常大且高度分布式的 DNS 系统，该系统可以实时监控、吸收和阻止攻击流量。

Botnet in DDoS Millions of computers is under hacker's control, hacker can issue them and they will send data. 
Using so many computers is easy for hacker to use botnet to make DDOS attack.

Different between Malware 
/ Virus / Worms / Ransomware

Malware: Any malicious software which has been written to cause harm. 
编写用于造成伤害的一切恶意软件

viruses 病毒 worms 蠕虫
（攻击文件/操作系统/复制）

Virus is malicious program that replicates itself and infects computers, 
however it needs a host to travel.
Worm doesn’t require a host.
病毒是自我复制并感染计算机的恶意程序，需要主机才能传播。
蠕虫不需要主机。

ransomware 勒索软件
（网络钓鱼/最致命/最贵）

Ransomware blocks access to the network's key components until you pay 
(normally using Bitcoin), and in some cases you may not be granted access 
even after the payment.
勒索软件会阻止对网络关键组件的访问，直到您付款（通常使用比特币），
在某些情况下，即使在付款后您也可能没有被授予访问权限。

Man in the Middle Attack 中间人攻击

In the Man-in-the-Middle Attack (MITM) (also known as an eavesdropping attack), an attacker comes in 
between a two-party communication, i.e.,
the attacker hijacks the session between a client and host. The client-server communication is cut off, and 
instead, the communication line goes through the hacker, so that they can steal or manipulate the data.
在中间人攻击 （MITM）（也称为窃听攻击）中，攻击者介于两方通信之间，即攻击者劫持了客户端和主机之
间的会话，客户端与服务器之间的通信被切断，通信线路转而通过黑客，这样黑客就可以窃取或篡改数据。

Cyber security

1compliance 合规

1training 培训

1awareness 意识

Planning

aspects
1technical

1untechnical

approaches
2Bottom-up

Top-down 1recommended : make sure policy enforced

Cryptography

6Definition

6Notation

Concept

How encryption provide security

Cryptography is the use of mathematical operations to protect messages traveling between parties or stored on a computer.
It involves converting the message from a readable format to non-readable.
It means that someone intercepting your communications cannot read them.
密码学是使用数学运算来保护在各方之间传输或存储在计算机上的消息。
它涉及将消息从可读格式转换为不可读格式。这意味着拦截您通信的人无法读取。

It is the science of encrypting and decrypting information to prevent unauthorized access. 
The decryption process should be known to both the sender and receiver.
 这是一门加密和解密信息以防止未经授权的访问的科学。发送方和接收方都应该知道解密过程。

types of encryption

Symmetric Encryption 对称加密 使用 one key 
Secret-key (Symmetric) cryptosystem– one key

EK(M) = C     DK(C)=M

Asymmetric Encryption 非对称加密 使用 two key
Public-key (Asymmetric) cryptosystem– two keys

EK1(M) = C    DK2(C)=M

Hashing 哈希加密 不使用key

key length
security = strength of algorithm + length of key 
安全性=密码强度+密码长度 密码越长、越复杂，安全性越高。

type

Secrete key cryptography 私钥加密

Concept
Uses a single key to encrypt and decrypt a message.
使用单个密钥加密解密。

Problem
getting the sender and receiver to agree on the 
secret key without anyone else finding out
发送和接收方密钥一致且不会被其他人发现。

A/D

A

Faster 比公钥加密更快 few computational requirements 计算要求低

high rate of data throughput 高数据吞吐量

symmetric encryption key is short 对称加密的密钥短

D key must remain secret at both ends. 密钥必须保持机密
create issue of safely exchange of keys 导致密钥交换安全问题

Public key cryptography 公钥加密

Concept

Uses two different but related keys. 使用两个不同但相关的密钥。
Either key can encrypt or decrypt message. 任一密钥都可以加密解密。
If Key A encrypts message, only Key B can decrypt. A密钥加密的只能被B密钥解密。
One key serves as private key and the other serves as public key. 一公一私。

A/D
A Solve the key exchange problems 解决了密钥交换的问题

D number of keys/longer 密钥数量多且长 slower 系统速度慢

HASHING 哈希

Integrity hash √ de-hash ×

A hashing function is a special mathematical function that performs one-way encryption. 
哈希函数是单项加密的特殊函数。
Once the algorithm is processed, there is no feasible way to use the ciphertext to retrieve the plaintext.
一旦算法被处理，就没有可行的方法来使用密文来检索明文。
There is no feasible way to generate two different plaintexts that compute to the same hash value. 
没有可行的方法可以生成两个计算相同哈希值的不同明文。

Use Hashing in Bitcoin mining

in digital signature

It provide security and efficiency. 提供了安全性和效率。

Efficiency : it doesn’t encrypt whole message. It only encrypt hash, which make it faster.
不需要加密整个信息，只加密哈希值。

Security : when sending message with digital signature, we don't encrypt message. We can only compare 
hash to see whether the message has been changed when verifying digital signature.
当用数字签名发送信息时，不需要加密信息内容，只需要在验证数字签名时对比哈希值是否被篡改即可。

Digital signature and digital certificate

Concept

Digital signing is used to provide trust that the content has come from the claimed source and has not been altered
 数字签名用于提供内容来自声明的来源且未被更改的信任。

For digital signatures to work, a trusted third party known as a Certification Authority (CA) is needed to issue digital certificates that certify 
the electronic identities and public keys of users and organizations.
要使数字签名正常工作，需要一个称为证书颁发机构 （CA） 的受信任的第三方来颁发数字证书，以证明用户和组织的电子身份和公钥。

产生和验证

Only private-key holder can sign the message with your private key. 
只有私钥持有者才能使用私钥对信息进行签名
The digital signature then becomes part of the message. 
签名将变成信息的一部分

Integrity : Any changes to the message can be detected, due to the message digest algorithm.
完整性：任何改变都会被MD算法检出

non-repudiation : You can not deny signing the message, because it was signed with your private key.
不可否认性：您不能拒绝对消息进行签名，因为它是使用您的私有密钥签名的。

Any holder of matching public-key can verify signature.
任何匹配公钥的持有者可以验证签名。

Authentication : 身份验证
We use a digital signature algorithm to produce the signature from the hash value and the private key.
我们使用数字签名算法从哈希值和私钥生成签名。
The message can now be authenticated with the public key and the signature.
现在可以使用公钥和签名对消息进行身份验证。

In blockchain

公钥算法 Algorithm

RSA

加密C=M^e mod N
解密M=C^d mod N

选择大素数p,q,计算N=p*q和ϕ(n)=(p-1)(q-1)。
然后选择公钥e，要保证e和ϕ(n)互质，且e小于ϕ(n)，大于1。
令e*d mod ϕ(n) = 1来计算，选择私钥d，实际上是利用k(变量)乘ϕ(n)然后+1再除e算得的d。
然后把N和e告诉对方。
对方利用信息^公钥e mod N 得到密文，自己利用密文^私钥d mod N来解密。

Large prime number : if choosing small prime number, It won't be safe anymore. 
It can be easily cracked by attackers.
大的质数：如果不是选择的质数很小，则不再安全。很容易被攻击者攻破。

A/D
Asymmetric

A easy / simple / based on prime / solve exchange problem

D slower than ECC ECC is much quicker than RSA. Using a shorter 
key but providing same security.

DIFFIE-HELLMAN

goals designed for solve key exchange problems

y= f(x) =g^x (mod p)
计算 先用 共同的基元根^私钥 
然后mod 素数，得到的值是公钥 
交换后，利用对方的公钥^自己的私钥再次mod素数得到Message

how / Exchanging public key 
in open and still shared key is 
secure?

attackers can not get the real number from open public key

Ephemeral Diffie-Helman (EDH)

every time the prime and generator are different. 
每次选择的质数和生成器都不一样

every number is temporary, it 
gives less time for attackers to 
crack it. 所有数都是暂时的，给
攻击者用于破解的时间更短。

why Not used RSA to replace EDH in TLS1.3?
In RSA, private key is permanent, which have a 
higher risk. RSA中的私钥是永久的，风险更大。

Authentication and Authorization

Difference

Authentication means confirming identity.
验证意味着确认你的身份。
Authorization means once the identity has been confirmed, you will be authorized to do what you need to do due to your identity.
而授权意味着一旦你的身份被确定，你被授权根据你的身份进行相关操作。

Can a user be authorized without an authentication?
Authorization based on authentication. Only after authentication, we can confirm 
your identity, and Authorization is based on role.
授权是基于验证的。只有在验证后，我们才能确认你的身份。授权根据你的身份来的。

SSL/TLS and set (websecurity) protocols

Differences, properties, A/D

SSL is commonly used.

SSL is a two-way protocol. It can not provide 
irrefutability and only provides server-side authentication
SSL是两方协议，SSL 无法提供无可辩驳性，仅提供服务器
端身份验证

A simple / easy to use

D can not stop fraud in Internet

SET is not used at all.

SET is multiparty protocol. SET authenticates both the card-
holder and the merchant, making it difficult for charges to be 
refuted.
SET是多方协议， SET 同时对持卡人和商家进行身份验证，因此
很难反驳收费。

A protect all partied with privacy

D software required

both SSL and SET use encryption and digital signature hashing.

handshake protocol Using EDH for handshake protocol.

difference between TLS 1.2 and 1.3

1.2  over 37 kinds of algorithm while 5 kinds in 1.3. Solve the problem of configuration
算法从1.2中的37种减少到1.3中的5种，解决了配置错误的问题。

TLS 1.2中仍然使用RSA等不安全的算法
TLS 1.3中使用EDH等安全的算法，使攻击者没有足够时间破解

Why EDH improve security and efficiency than RSA?

RSA still use? Yes. only for digital signature. C.A can use RSA for DS on DC   

forward secrecy 前向加密

concept IN TLS 1.2
attackers can use ciphertext and private key to 
decrypt and find out message
可以利用密文和私钥破解信息

TLS1.3
The key is only for current conversation. It is a temporary key. 
And key will be changed next time 
密钥只对当前对话有效。这是一个暂时的密钥，下次就会改变

SET

how

SET（Secure Electronic Transaction）模型 涉及到卡支付过程中所有参与方，包括购买
者、商家、银行，以及它们之间的信任关系和数字签名的法律意义。它通过密码学方法对
交易中涉及的每个实体进行身份认证，从而实现多方安全（multiparty security）。

why SET is complicated and slow. It is perfect but unrealistic. 
SSL is fast and reasonable.

Blockchain

reason
to address distrust in financial institutions and reduce transaction costs. 
解决对金融机构的不信任问题并降低交易成本

how provides efficiency/transparency/trust for

Reducing processing time and cost of transactions
减少了处理时间和成本

Using cryptography and hashing. 
It is a p2p digital ledger, everyone has a record. All information 
recorded is the history, every block edited is verified.
使用密码学和哈希。提供一个p2p的数字账本，每个人都有一个
记录。所有被记录的信息都成为历史，每一个区块都已经被验
证。所以他是透明的。

Everything that recorded and blockchain is accurate, so there is 
a trust build in.
每个被记录的信息和区块都是准确的，所以存在信任。

remove intermediaries(third party)
by using decentralized network. Everyone knows accurate information of their 
own information, and the information will not be changed.
使用去中心化的网络，每个人都准确地知道自己的信息，且信息不会被更改。

how provides security/transparency/immutability

Using cryptography and hashing. everything will be copied 
when joining in a blockchain. It use hashing and everything can 
not be edited. so it is a immutability system.
使用密码学和哈希加密。每个信息都会被复制进区块链。使用哈
希加密算法，每个信息都不可被修改，所以是一个稳定的系统

Types

Public Blockchains

A
Decentralization, high security, and transparency.
去中心化、高安全性和透明度。

D
Scalability issues and slower transaction speeds.
可扩展性问题和较慢的交易速度。

Private Blockchains

A
Enhanced privacy, scalability, and efficiency.
增强隐私、可扩展性和效率。

D
Centralization risks and limited transparency.
集中化风险和透明度有限。

Consortium Blockchains

A
Shared control among organizations, balancing 
efficiency and security.
组织之间共享控制权，平衡效率和安全性。

D
Requires cooperation and governance 
frameworks.
需要合作和治理框架。

Energy Consumption Issues

Impact
PoW-based systems like Bitcoin consume significant energy, 
leading to a high carbon footprint.
比特币等基于PoW的系统消耗大量能源，导致高碳足迹。

Solutions

Transitioning to Proof-of-Stake, using renewable energy, 
optimizing mining hardware, and implementing off-chain 
solutions can address energy concerns.
过渡到权益证明、使用可再生能源、优化采矿硬件和实施链
下解决方案可以解决能源问题。

Decentralized Finance (DeFi)

Concepts
DeFi leverages blockchain to provide financial services (e.g., lending, 
trading) without intermediaries.
DeFi利用区块链在没有中介的情况下提供金融服务（如贷款、交易）

A/D

A
Cheap, Decentralization, accessibility, transparency, and innovation.
成本低、去中心化、可访问性、透明度和创新。

D
Volatility of cryptocurrencies, immature technology, and 
scalability limitations, no regulatory frameworks
加密货币的波动性、不成熟的技术和可扩展性限制，没有监管。

Future
Adoption depends on technology development, 
regulatory frameworks, and ecosystem growth.
采用取决于技术发展、监管框架和生态系统增长。

how challenge

Reducing dependency on banks and brokers. 减少对银行和经纪人的依赖。

Offering services with lower fees and higher 
accessibility. 提供费用更低、可访问性更高的服务。

Promoting financial inclusion for unbanked populations. 
DeFi's growth is pushing traditional institutions to innovate 
and adopt blockchain-based solutions.

促进无银行账户人群的金融普惠。DeFi的增长正在推动传统机构
创新并采用基于区块链的解决方案。

Role of blockchain DeFi is based on blockchain. It provides low 
cost, transparency, immutability and trust.

single main A Trust and removing intermediaries

Why cryptocurrencies are volatile 
为什么加密货币会波动？

There is no rules and regulations. And government 
do not make privacyt and framework

future?

Cryptocurrencies
Increasing acceptance for transactions and 
investments but require regulatory clarity and 
environmental solutions.

交易和投资的接受度越来越高，但需要监管清晰
和环境解决方案。

DeFi
Expanding adoption as technology matures; it 
may reshape finance but faces risks like 
scalability and security.

随着技术的成熟而扩大采用；它可能会重塑金
融，但面临可扩展性和安全性等风险

Blockchain Technology
Broad applications across industries; expected 
to play a vital role in securing, streamlining, and 
decentralizing systems globally.

跨行业的广泛应用；预计将在全球范围内保护、
简化和分散系统方面发挥至关重要的作用。

Concers about rising attacks

reason why not replace

belong to

依赖 rely on

large prime = long key


